Date:

December 2, 2008
Subject:
True Crypt Installation for USB/Flash/Thumb Drive

This documentation explains how to download TrueCrypt encryption software and use it to create a secure folder for storing sensitive information.

Download the latest stable version of TrueCrypt from the following location:

http://www.truecrypt.org/downloads
Launch the TrueCrypt Setup software. The following screen is displayed.
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License

Vou must accept these license terms before you can use, extract, or install TrueCrypt,

IMPORTANT: By checking the checkbox below and clicking Accept, you accept thes cense terms and
gree to be bound by and to comply with them. Clck the 'srrow down'con to see the rest of the ficense.
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Check the box to accept and agree to the license terms. Click the Accept button.
The TrueCrypt Setup Wizard Mode screen is displayed. 
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Wizard Mode

Select one of the modes. If you are not sure which to slect, use the default mod,

 mstall

Select this aption F you wank to instal o Update TrusCrypt on this system

 Extract

I you selectthis option, all Fes il be xtracted from this package but nothing wilbe
installed on the system. Do not select i you intend to encrypt the system partition or
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TrueCryp in so-caled traveler (portable) mode. TrueCrypt doss not have to be nstalled
on the operating system under which 5 run. After al Fles are extracted, you can
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Make sure Install is selected and click the Next button.
The TrueCrypt Setup Setup Options screen is displayed.
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Setup Options

Here you can set various options to controlthe nstallaton process.

Please select or typs the location where you wank to nstal the TrusCrypt program fes. If the.
specfied folder does not exist, It illbe automtically created.

[Cirogram Fies Tyt

7 Instal for allusers
¥ add TrueCrypt to Start menu
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¥ Create System Restore paint





Keep the default location and click Install
The TrueCrypt Setup results box is displayed.
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Click OK.

TrueCrypt Setup will prompt if you want to review the Tutorial. Click  No.
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TrueCrypt Setup detail results are displayed.
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TrueCrypt Installed

TrueCryp has been successfully installe. You can clk Firish and run TrueCrypt now.
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Click Finish.

True Crypt Icon is a blue key and will be on your desktop.  This completes the installation of TrueCrypt application 
Insert a USB/Flash/Thumb drive to proceed
Double click on the TrueCrypt icon
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Click on Create Volume

The TrueCrypt Volume Creation Wizard will launch.
[image: image8.png]TrueCrypt Volume Creation Wizard

€ Create an encrypted file container

Crestes a virtual encrypted disk within  file. Recommended for
nexperienced users:
More information

& Encrypt a non-system partition; drivel

Encrypts 3 non-system parttion, a parttion on an external or
secondary dive, on a UsB memory stick,etc.

€ Encrypt the system partition or entire system drive

Encrypts the parttion/dive whers Windows is installed. Anyone
who Wanks to gain access and use the system, read and write
Fils, etc., il need to enter the correct passward sach time.
beFore Windows boos. Optional, creates a hidden system,

More information sbovt svstem encryption

Help et > Cancel





Select the second option “Encrypt a non-system partition/drive.” Click Next.
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Click Next.
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Click the Select Device button
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Select the USB drive. In this case it is F:. Click OK
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Click Next
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NOTE: By this time, you should have copied data from the USB device to a temporary location on your computer. This is necessary because this method of encrypting the USB device will destroy any data on the device. After the encryption process is complete, the data should be copied back to the USB device and deleted from the temporary location on your computer.  Select the first option after you have copied the data from the USB device to a temporary folder on your computer. 
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Click Next.
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Click Next.
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Create a password with random upper, lowercase, numbers and/or special characters.
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If password is less than 20 characters this message will be displayed. Click Yes.
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When this dialog box comes up move the mouse around for about 30 seconds, then hit Format.
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Click Yes. NOTE: Make sure you copied the USB files to a temporary location on your computer before hitting Yes. This step destroys any data remaining on the USB device.
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Select “Erase any files stored on the partition by creating a…” option
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TrueCrypt erases any data on the USB device and begins the encryption process. This may take several minutes depending on the size of the USB device. The scroll bar will keep you updated on the progress.
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When this warning dialog box is displayed, read what it says to do then click OK.
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Once completed the successful message will be displayed. Click OK.
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At this point you are finished. If you have another device to encrypt select Next. Otherwise, select Exit.

To use your newly encrypted USB device
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Click Auto-Mount Devices.
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Once you’ve keyed in the password the device will show up in the TrueCrypt dialog box.
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TrueCrypt will indicate that the encrypted device has been mounted on the drive you selected.

When you look in My Computer you will see the USB that has been mounted.
Once the device is mounted, you can use it like any other drive listed in My Computer. For example, this would be a good time to copy the files previously moved to a temporary location on your computer back to the USB device. Be sure to delete the temporary files from your computer when you have copied them back to the USB device.
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When removing the USB device from your computer, be sure to follow one of these procedures:
1) Shutdown your computer then remove the device; OR
2) Use the “Safely Remove Hardware” wizard for disconnecting USB devices; OR
3) Launch Truecrypt, select the device to be removed, and click Dismount (see following picture).
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The drive will be dismounted and will disappear from My Computer.
�This is kind of confusing. Maybe this should be a new page with a big heading that says “To use your newly encrypted USB device”. Then the first part will be, connect an encrypted USB device, launch TrueCrypt. Then you display this pic and keep going with your directions below???





