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The University of Memphis, FedEx Institute of Technology, hosted the 

Mid-South Cyber Security Conference on Friday, October 16, 2015.  A 

pre-summit was held on Thursday, October 15th.  Details about the 

event are listed below: 

• 150 attendees for the summit on Friday October 16th   

• Members of the Federal Bureau of Investigation presented 

information sessions and attended other sessions of the summit.  

• Over four states were represented   

• The Center for Information Assurance (CFIA) evaluates the public to 

research what cyber issue is affecting society most.  After research is 

conducted, a topic is discussed and then confirmed through the CFIA 

staff.  Although the topic is determined through the department, 

speakers are encouraged to present. 

 
 
 
 

 
 
 
 
 

 
 
 
 
 
 



Speaker Summaries 

Current initiatives & issues with DHS cyber security 

Frederick T. Sheldon - Professor and Chair of Computer Science, 

University of Idaho 
 This presentation was about a system that manages a distributed control network for the 
Tunisian Electric & Gas Utility. This system is called Supervisory Control and Data Acquisition 
(SCADA). The network is a distributed network over a large geographical area that monitors and 
controls electricity/gas flow from centralized and remote locations. Availability of the SCADA 
systems is critical for non-stop and continuous delivery of energy. In this article, the author has 
proposed adapting the Mean Failure Cost (MFC) metric for quantifying the cost of unavailability. This 
new metric combines the classic availability formulation with MFC. The resulting metric lets us 
evaluate a system in terms of the gain/loss ($/hour of operation) that affects each stakeholder due to 
unavailability. 
 
In the presentation, at first risk management was discussed and afterwards supported by defining 
some security metrics terms. Then, Foundations of Cyber Security Econometrics System (CSES) were 
introduced and explained. Afterwards the goal of this system and its processes were illustrated. 
 
Next, the author talked about Computational Infrastructure of Estimating the MFC. In this part, the 
author provided some matrix and drew some comparisons to support his belief. Stakes matrix, 
Dependency matrix and Impact matrix were discussed followed by MFC computations. From these 
metrics, the author concluded that MFC is a statistical mean of a wide range of parameters and these 
parameters are always changing. So stakeholders keep estimating their MFC in real time. This section 
was followed by STEG (Tunisian Company of Electricity and Gas) case study. The above matrix were 
provided for this case study and the MFC of this case study was calculated. 
 
Finally, the Econometric Availability was calculated by taking into consideration three factors of MFC, 
GAIN and AVAIL. In this way, the author quantifies the impact of unavailability. 
 
In general, the author concludes that EA is a very critical metric for consideration because 
unavailability has very high cost. 

Community Cyber Security  

Natalie Sjelin - Associate Director of Training,  

University of Texas at San Antonio  
 What is the role of the community or a population in a particular jurisdiction at the event of 
a cyber-attack? What is the community going to do in the first place? How are they going to respond 
to it? Is the community prepared for it or are they going to be affected by cyber-attack at all? These 
are very realistic questions posed by Dr. Natalie Sjelin, Associate director of Training, University of 
Texas at San Antonio – CIAS.  
 
The common perspective about a cyber-attack is that it affects individuals or the business 
organizations. Community in a certain jurisdiction; in a collective sense is safe from cyber-attack. At 
least the common perspective is such. But the recent incidents that took place in cities like Baltimore, 
Madison, Phoenix, Naperville, and Orlando actually affected community people at large scale. They 
were reactions from various incidents like public riot, police killing civilians etc. In these incidents 
city websites, emergency medical agencies, driver’s license database were taken down. There may be 



incidents that may take down 911 systems or even at worse a cascaded attack of the whole 911 
system. The whole community will be affected in such kinds of incidents.  

To deal with cyber-attack incidents that affect a whole community, clear strategies need to be put in 
place. The threat accompanied by attacks should be understood at the individual level. Also the 
individual role about how to respond to such an incident should be made aware of. The Incident 
Command System (ICS) is a formalized process to respond to a cyber-incident or cyber hazard 
impacting a jurisdiction. If there is an attack in place, what roles should be played at different levels 
need to be identified at different time instances. Who would respond first to the problem and what 
government agency should be involved. Depending on the level of problem; a response plan is 
needed to determine which federal agency would need to respond. The role of local, state and federal 
level is supposed to be identified.  

Information sharing about the different attack incidents is particularly important. But there seems 
hardly any sharing model. Sometimes an affected entity does not want to share the incident with the 
peer organization; or even if they want to there is no framework about how to share. To address this 
problem, Dr. Sjelin and her team came up with the Community Cyber Security Maturity Model 
(CCSMM). It has 5 different levels i.e. initial, advanced, self-assessed, integrated, and vanguard. Also 
the aspects are awareness, info sharing, processes and planning.  

To build a framework of protecting the community from cyber-attacks National Cyber Preparedness 
Consortium (NCPC) is formed with five different academic entities i.e. CIAS at UTSA, TEEX, UofM CfIA, 
NURAI and CJI of U of Arkansas. Also UTSA, LMI and R-CISC combinedly received $11 million from 
federal grants to establish the Information Sharing Analysis Organization (ISOA) Standard 
Organization (SO) with UTSA being the leader. 

The Cyber Threat- FBI and Cyber Crimes 

Timothy Marsh - FBI of Memphis 

 
 The talk was about how FBI handles any cybercrime.  According to the speaker, FBI never 
gives a call back for any cyber-attack incident report. FBI’s cyber threat briefing is about criminal 
platforms, intelligence, terrorism, and criminal. Most of the hackers want business information, 
military technology, and civilian or dual use technology.  However, the cyber-attack scenarios have 
changed fully after 2004. Therefore, FBI has to deal with traditional past models and cyber models. 
Social networking sites are sources of phishing. There are cloud computing issues too; and several 
remedy suggestions. Like, conducting cyber security training, protect proprietary information, 
implement policy to secure network and information. 

Cyber Law: Be Prepared Because the Plaintiff’s Attorneys Are Coming 

Vincent Perryman- Attorney at the Law Offices of Vincent J. Perryman 
 

This particular presentation discussed the use of cyber information within the courtroom 
and different cases of law.  Many attorneys are considering legal actions against corporate IT 
vulnerabilities as a new source of revenue. The 7th Circuit Court ruled that you don’t have to show 
actual damages, just speculative, which could make this market grow significantly. Companies, CEOs, 
and CIOs are at risk from lawsuits from shareholders who believe that the company did not take 
adequate precautions to protect their systems and data. To make matters worse, there is no unified 
regulation, so defendants and plaintiffs can be bound by a large amount of laws and regulations that 
vary based on their location. Legal firms must also take cyber security seriously due to the large 
amount of data they retain about their clients. How do we address this? You must prioritize security, 
perform IT security audits, and then fix the issues that are found. Remember that PR is always a 



component of breaches. Contract around the risk where possible, but do not expect it to shield you 
from all blame. 

How to Implement IT Security After a Cyber Meltdown  

Christine Kubecka- CEO of Hypasec Security 

  
 This presentation takes a deep dive into the security of the Saudi Arabian Oil Company, known 
as Aramco, and a cyber-attack that they experienced on their systems in 2012. The attack ultimately 
required them to take their systems offline, and those systems stayed down for months, ultimately 
costing the company millions. The attack occurred during Ramadan, while many staff members were 
not at work, and affected approximately 85% of the Windows Enterprise Systems. It used the 
Shamoon/W32.Distrack virus, but started from a simple spear phishing attack directed towards the 
company’s system administrators. Once the attackers had access to an internal system, they used that 
as a platform to pivot and begin wiping the hard drives of the systems within the company. Prior to 
the attack, the company did not have any IT security professionals or policies. Aramco had to recruit 
talent, assemble a Security & Network Operations team, and invest heavily in promoting a cyber 
security focus in their corporate culture. Change is possible, but companies must prioritize, 
incentivize, and gamify cyber security. You must use project managers, document issues, learn from 
mistakes, and capitalize on the experience of your employees. 

Cyber Security Education for K-12 Faculty 

Wiam Younes - Adjunct Faculty, Carnegie Melon University Heinz College 

 
 It is estimated that about 6,000 new jobs are created in the field of cyber security each year. 
For this reason there is a development program for future cybersecurity professionals. Also there 
have been programs to raise awareness about cybersecurity among various professionals. But there 
has been no program to educate the K-12 teachers and make them aware of the cyber security issues 
or what to do if there is a cyber-attack. 
  
Recently there have been cyber-crime issues reported at various high schools. Most of them involve 
the students getting possession of administrative passwords to alter their educational information 
like grades, study progress and other information. They are also reported to have the sensitive 
information about the school official personnel’s details like address and social security number. It is 
assumed that only a portion of the incidents are reported. The actual incidents are large in number.  

The teachers are barely prepared for any cyber security issue. They have no idea about how to 
handle a situation when a student in the class is being cyber bullied by a fellow student. Another 
scenario may involve if a cell phone or gadget is found in the school corridor. The teachers are not 
conscious about what to do in such a situation. Awareness of the teachers are very important in a 
sense that the average school-age American kid spends 7.5 hours per day of non-schooling hours 
with their electronic gadgets with active internet connection.  

To protect the privacy of the information of the students and their parents, there has been a policy 
called FERPA and CIPA. But in the survey it was found that the teachers are not aware of those rules. 
They don’t know what to do if any of the rules are breached. They think the IT personnel handle this 
sort of situation or the principle of the school. 

A training program was executed to test the effectiveness of educating the teachers about cyber 
security. Participating teachers were divided into control groups and experiment groups. It was 
found that after the training; the experiment group was preforming well or were more aware of 



cybersecurity issues. The control group also did well. This is because they gained some awareness 
from the social media and other sources. All of the teachers recommended that a training program 
consists of online and in-class instruction will serve the purpose better. This training experiment 
clearly indicates that educating K-12 teachers is very important and worthy. 

The teachers’ training institutes were approached to offer cyber security courses in their curriculum.  
However, They are happy with the technology courses they offer and don’t see feasibility in offering  
cyber security related courses. Actually the fact is that they will be willing to offer the cyber security 
courses if they get any federal funding to support this cause. So definitely there are reasons to 
educating and training up the teachers about cyber security as they are the builder of future 
generations. 

An Auditors Perspective on Risk Management in our Cyber Programs  

Michael Duren- President and Owner of Cyber Moxie, LLC 

 
Michael Duren mainly asks the question “Why aren’t we using a risk-based approach?” He featured 
AON, a world leader in business insurance company, which provides cyber evaluation and risk 
quantification (CERQ). It also provides the business interruption expertise. He highlighted some sales 
pitch questions, including the followings: 

– Does your organization have an enterprise security program that meets best practices and 
standards?  

– Do you know where there are gaps & deficiencies and the priority that should be assigned to 
remediation measures?   

– What would be the financial consequences of a significant breach or cyber event? 

– Are you prepared to manage a major event? 
– What types of insurance does the organization need, what limits, and at what price? 

The speaker also highlighted the cost of a breach, specially mentioning first party losses. This loss 
includes forensic/investigative costs, legal and PR fees, theft of money/property, business 
interruption, extra operating expenses, and loss of goodwill/reputation/market cap. He also 
describes the details of risk quantification in terms of assessments and Aon’s X-V analysis. This 
analysis assesses the potential for financial losses in terms of number of stakeholder records, 
potential length of system disruption, specific mitigation measures in place and backup of business 
continuity plans. 

Hackers Tool Box #1 Most Effective Tool- Digital Social Engineering  

Dr. Suzanne H. Miller - Partner with Vaco Solutions  

 
Dr. Suzanne Miller, a partner with Vaco Solutions, presented a detailed PowerPoint on digital social 
engineering.  She discussed how cyber threats and security breaches are dominating the news and 
today’s society.  The attacks that are happening today are much more advanced than those that were 
happening a few years ago.  The ones happening in this day and time are defeating the complex 
firewalls and security measures.  This causes all kinds of organizations to be hacked including banks, 
private institutions, and individuals. Social engineering plays on the fact that people are so trusting 
with their information and trust scams on the internet that ask for certain criteria.  Dr. Miller 
proceeded to tell the crowd certain tactics attackers use including calling random numbers 
pretending to be from a company and technical support and sending suspicious emails with links that 
people will click on where the attacker can access their information.  Dr. Miller’s presentation was 
very informative and eye opening for all users of the internet to not trust any site or call that is not 
accredited.  


