SPAM Controls for UMmail

For users on campus:
1. Send most SPAM directly to your Junk E-mail folder
Change the SPAM filter from low to high
2. Send all SPAM directly to your Junk E-mail folder

Set up a new mail rule to send all SPAM to your Junk E-mail folder

For users off campus:

1. Filter SPAM
Turn on automatic filtering
2. Block specific SPAM senders

Add SPAM e-mail addresses to your Blocked Senders list



Change the SPAM filter from low to high

In UMmail, the default SPAM filter is set to low. You can change this filter to decrease SPAM you receive
in your Inbox folder. When the SPAM filter is set to high, most messages marked as SPAM are
automatically directed to your Junk E-mail folder.

1. Login to UMmail while on campus

Faculty/Staff: login at your office computer.

Click Start in the lower-left corner of the screen = select Email from the pop-up menu.
Students: login at any TigerLAN computer.

Double-click the Student Email icon on the desktop.

2. Click Tools
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3. Select Options from the drop-down menu

4. Click Junk E-mail under the Preferences tab
Options @El

Preferences | Mail Setup | Mail Farmat | Spelling | Other | Delegates

E-mail

‘; Change the appearancglof messages and the way thaly are handled.
Junk E-mail. .. l E-mail Options. .. ]

Calendar

iﬁ Customize the appearance of the Calendar,

Default reminder: 15 minutes * | | calendar options...

Tasks

5. Select High under the Options tab
Junk E-mail Options @El

Options | 5afe Senders | Safe Redpients | Blacked Senders | International

’f_" (Outlook can move messages that appear ko be junk e-mail into a special
_o Junk E-mail Folder.

Choose the level of junk e-mail protection you want:

() Mo Autamatic Filtering. Mail fram blocked senders is still maved to the
Jurk E-mail folder.

() Low: Mave the mast obvious junk e-mail to the Junk E-mail Folder .
High: Mast junk e-mail is caught, but some regular mail may be caught
as well, Check your Junk E-mail Folder often,

() 5afe Lists Only: Only mail From people or domains on your Safe
Senders List or Safe Recipients List will be delivered to your Inbox,

[[]Permanently delete suspected junk e-mail instead of maving it to the
Jurk E-mail folder

Disable links and other functionality in phishing messages.
{recommended)

when sending e-mail, Pastmark the message to help e-mail clients
distinguish reqular e-mail From junk e-mail

OF ][ Cancel ][ Apply

6. Click Apply
7. Click OK
This will increase the amount of SPAM filtered out of your incoming e-mails.



Set up a new mail rule to send all SPAM to your Junk E-mail folder

You can set up an incoming mail rule in UMmail so that all messages marked as SPAM are automatically
directed to your Junk E-mail folder.

1. Login to UMmail while on campus

Faculty/Staff: login at your office computer.

Click Start in the lower-left corner of the screen = select Email from the pop-up menu.
Students: login at any TigerLAN computer.

Double-click the Student Email icon on the desktop.

2. Click Tools

() Inbox - Microsoft Outlook
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3. Select Rules and Alerts from the drop-down menu
4. Click New Rule

Rules and Alerts

E-mail Rules | Manage Alerts

li,‘\mew Rule... Jhange Rule~ 3¢
TR Lappmea il the order shown)
Select

5. Select Check messages when they arrive
Rules Wizard

X

Start from a template or from a blank rule
Step 1: Select a template
Stay Organized
3 Move messages From someane ko a Folder
_:j Maove messages with specific words in the subject to a Folder
13 Move messages sent to a distribution list to a Folder
>< Delete a conversation
Y Flag messages from someone For Follow-up
_:j Move Microsoft Office InfoP.ath Forms of a specific bype to a folder
™3 Move RSS ikems From a specific RS5 Feed to a folder
Stay Up to Date
=, Display mail from someone in the Mew Tkem Alert Window
Wl Play a sound when I get messages from someone
I@ Send an alert ta my mobile device when I get messages from someone
Start from a blank rule

i -] Check messages when they arrive :
=1 Check messages after sending \

Step 2: Edit the rule description {click an underlined value)

Apply this rule after the message arrives

next = || Finish

6. Click Next



7. Check-mark with specific words in the subject under the Step 1 heading
8. Click specific words under the Step 2 heading

Rules Wizard

X

‘which conditionds) do you want to check?
Skep 1: Select condition{s)
O stribution list

spedific words in the subject )

[ through the specified account

[7] sent anly to me

[] where my name is in the To box

[7] marked as importance

[] marked as sensitivity

[ flagged Far action

[7] where my name is in the Cc box

[7] where my name is in the To or Cc box

[] where rmy name is nat in the To bax B
[7] sent to people or distribution list

[] with specific wards in the bady

[] with specific waords in the subject or body
[] with specific waords in the message header
[] with specific wards in the recipient's address
[] with specific words in the sender's address
[] assigned to category category

-

(4

Step 2; Edit the rule description {click an underlined walue)

Apply this rule after the message arrives
with specific words in the subject

/

[ Cancel ][ < Back ” ek ][ Finish

9. Type [SPAM:# in the Specify words or phrases to search for in the subject field

Search Text

Speify words or phrases ta search for in the subject:

‘[SPAM‘#| m ad |

Seatch list:

Cancel

10. Click Add
11. Click OK
12. Click Next



13. Check-mark move it to the specified folder under the Step 1 heading
14. Click specified folder under the Step 2 heading

Rules Wizard r5_<

‘Wwhat do you want to do with the message?
Step 1: Select action(s)

imove it ko the specified Folder HES
[] assign it to the cateqory category
[7] delete it

[[] permanently delete it

[] rove a copy to the specified folder

[] Forward it to people or distribution list

[] Forward it to people or distribution list a5 an attachment

[] redirect it to people or distribution list

[] have server reply using a specific message

[ reply using a specific template

[ Flag message for follow up at this time

[7] clear the Message Flag

[] clear message's categories

[] mark it as importance -
[ print it

[ play & sound

[ start application

[1 mark it as read v

Step 2: Edit the rule description {click an underlined walue)

Apply this rule after the message arrives
with [SPAM:# in the subject
move it ko the specified Folder

[ Cancel ][ < Back ” Mext = ][ Finish

15. Select Junk E-mail

Rules and Alerts

Choose a Folder:
= E5F Mailbos -
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16. Click OK

17. Click Next

18. The next screen allows you to select exceptions to the rule. If there will be any exceptions to
this rule, check-mark them. To filter out all SPAM, do not check-mark anything.

19. Click Next.



20. Double-check to make sure your screen matches the screen shot below

Rules Wizard f'5__<|

Finish rule setup,

Step 1: Specify a name for this rule

|EzPam

Step 2: Setup rule options

[C]Run this rule now on messages already in "Inbox"

Turn an this rule

Step 3t Review rule description (click an underlined value to edit)

Apply this rule after the message arrives
with [SPAM:# in the subject
mowe it ko the Junk E-mail folder

[ Cancel ][ < Back

21. Click Finish

E-mail Rules | Manage Alerts

S MewRule... ChangeRule+ 53 Copy.. X Delete | & & RunRulesNow... Options

Rule (applied in the order shown) Actions
[SPAM:# ]

Rule description ¢dick an underlined value to edit):

Apply this rule sfter the message arrives
with [SEAM:# in the subject
move it o the Junk E-mail Folder

[CJEnable rules on all RSS Feeds

ok | [ cancel | [ apply

22. Click Apply
23. Click OK

This will send all messages marked as SPAM directly to your Junk e-mail folder.



Turn on automatic filtering and add SPAM e-mail addresses to your Blocked Senders list

You can set up UMmail so that all messages marked as SPAM are automatically directed to your Junk E-
mail folder. In addition, you can add e-mail addresses to your Blocked Senders list so that they will also
be sent directly to your Junk e-mail folder.

1. Login to UMmail online at http://ummail.memphis.edu/

Directions are the same for Standard Outlook Web Access and Outlook Web Access Light.

2. Click Options in the top right corner of your browser window

(G Address Book @ Log oFff

3. Select Junk E-mail from the left menu

% Gffice Outiook web Access [Frdsomeor |[ Addrecs ook Vol

= e

fa calendar

FE contacts ({@ Junk E-Mail

Reqional Settings () Donot Filter junk e-mail
Automatically Fiker junk e-mail

[ Junk E-Mail | Safe Senders List
Ceg E-mal from e-mail addresses in wour Safe Senders List wil never be treaked as jurk e-mail

‘ou can include e-mail addresses o entive domain names in this list.
Qut of Office Assistant

Accessiilty [ ]

Mabile Devices

Abouk:

s trust e-mail from my Contacks

Blocked Senders List
E-mail from e-mail addresses or domain names on your Blocked Senders List will always be treated as junk e-mail.

I [ [ add

T

4. Select Automatically filter junk e-mail
5. If you have specific e-mail addresses to block, type them in the Block Senders List field,
and click Add

6. Click Save at the top of the screen

[[@ Junk E-Mail

This will send most SPAM and all blocked senders directly to your Junk E-mail folder.


http://ummail.memphis.edu/

