ISAC MEETING MINUTES

Group: ISAC Meeting

Meeting Date: October 10, 2023

Meeting Time: 2:30 PM-3:30 PM CST

Partici . Timothy Cureton, Vicki Deaton, Brian DJanz, Danny Linton, William Noland,

pants: ) .

Jasmine Osborn, Jesse Joseph Pierce
Maria Alam, Karen Bell, David Cooley, Beverly Jacobik, Melanie Murry, George
Ninan and William Travis

Absent:

Invited Participants:

Meeting Leader(s): Timothy Cureton

Location: Online (TEAMS)

Topic: ISAC Meeting

Meeting Objective(s): | Agenda items

Meeting Notes/Updates:

A. CIO Search Committee

The candidate pool for the CIO Search will be virtual interviews and then the Search
Committee is going to be selecting out of three to four people to come and have in-person
interviews on campus. After the in-person interviews, they would forward the names of those
candidates to Doctor Hardgrave for review.

B. IT Security Training Update

Required ITS security awareness training began October 1 and ends February 28, 2024. Last
week, emails were sent to everyone who needed to complete the training. Starting with this
training period, users taking the refresh course can test out of the training. After a brief
introduction video, they can take a five-question quiz, and users scoring 80% or more do not
need to finish the rest of this year's course.

C. Phishing Emails Alert

Phishing emails are attempts by scammers to gain access to your account, get your personal
info, or trick you into sending money. Information Technology Services (ITS) is providing the
following information to warn against phishing threats targeting UofM students. Please take
note of the following steps to avoid falling victim to an attack.

Timothy’s team finished their phishing simulation campaign in September and the university
had about a 16% failure rate in this was for the entire campus of faculty, staff, and student
workers.




D. Chris Renfrow- Web and Mobile Services

e umWiki
Chris’s team has been working to replace their existing umWiki software which is Confluence, and it
will be going away in December because the vendor Atlassian changed their licensing structure. The
new licensing model will not have unlimited licensing for all faculty, staff, and students.

e BookStack
BookStack has been launched and is available for faculty, staff, and students. Chris’s team is in the
process of working on migrating confluence spaces into the BookStack. 100 spaces have been
migrated, which equates to about 6000 pages.

E. Informatica Software
e Data Services is currently working on a new upcoming project for ITS and will be implementing
the Informatica Software. This software is called the master data manager, with the University
moving towards having two ERP systems- the Sri System and the ERP System for faculty and
staff. This is for HR purposes and will need a way to reconcile data between those two
systems and make sure that there's a single rap authoritative record for the Ipass which is a
way to integrate the platform as a surface as a service.

F. Reminder- Normal Patching
e All desktops have been updated and rebooted. There were also services for different IT
systems that were patched as well as some systems that were bouncing. More information and
updates will be provided.

Meeting Adjourned.

***Next ISAC Meeting Tuesday, November 14", 2023
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