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Why is Security so Important?

 Technology can address only a fraction of
security risks.

* You are a primary target, or rather, your data
and access to data are a target.

* Gaining access to your personal data allows
criminals to take your research or your
personal information. It also allows them to
Impersonate you, or your computer, to gain
access to other systems and data.




Security Basics

* University Policies

e Passwords

* Browsing

 Email

* Desktop and Mobile Device Security
e Data Security and Encryption
* Remote Access / VPN

e Securing The Human Training
* Reporting an incident
 Reminders

e Other Resources
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University Policies

* UM1337 — Data Access
e UM1535 — Acceptable Use of IT Resources
* UM1691 — Campus Data Security

¢ FE RPA — Federal Educational Rights and Privacy Act
e http://www.memphis.edu/registrar/faculty/ferpa.htm

University Policies Site — http://policies.memphis.edu
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Passwords

* Password Complexity
* Hackers and tool kits anticipate patterns and context, so avoid words like
“memphis” in your UofM password or “credit” on your credit card account.

* Using personally identifiable information will also be anticipated, so avoid
passwords containing words or names from your family and public record.

* The University of Memphis enforces a standard set of complexity requirements.

 Password Change Frequency
* Frequency canbe asimportant as complexity. Expired passwords are useless.
* The University of Memphis currently enforces a 6 month expiration policy.

e Password Reuse

* Maintain different credentials per service. Hackers know it’s hard to keep up
with multiple passwords. If they get one, they will use it against other services
hoping to gain additional access. Never use your University of Memphis
credentials with another service.
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Password Management

* Password Management/ldentity Vault

e |ITS will never ask you for your password.

* Avoid writing passwords down or keeping them in a text file or
document.

 Emailis nota password management system. Never email your
password to anyone (including yourself).

* A password management utilityis one option for storing personal
passwords. Many exist that work on desktops and mobile devices.
These encrypt your passwords and many will also help you
generate nicely complex passwords.

* 1Password and LastPass are examples of password management utilities.
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Browsing

Safe Browsing
* Keep your browser software version up-to-date.

* Keep any browser plug-ins up-to-date; especially Adobe Flash and
Java, as these are targeted frequently.

e Hover over URLs and links.
* Make use of pop-up and ad blockers.
e Be careful when downloading software from the internet.

* Social networking sites, by definition, collect, maintain, and share
personal identification. Be mindful of this when interacting with

these sites both on and off campus.
* |f a website requests user information of any kind, make sure that
website is using HTTPS.

« HTTPS is the secure web protocol. This can be seen in a web address such
as https://www.google.com. This ensures that the specific web session
between your browser and the https websiteis all transmitted in an

encrypted manner.
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Safe Browsing

Confirming a secure connection (https) with Internet Explorer

,é UofM Login Service - Internet Explorer
S v < https:>
UofM Login Service x |

File Edit View Favorites Tools Help

ition=e1s1 Lx(5)*

so.memphis.edu/idp /pre
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Forgot your username?

Reset your password?

Password

By using this service, y

» Initialize your account?

> Need help?

ou acknowledge that you have read and agree to the terms and conditions

of the Acceptable Use of Information Technology Resources Policy (UM1535)

Need help? Contact the ITS Service Desk: (901) 678-8888
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Confirming a secure connection (https) with Firefox

Safe Browsing

W The University of Memphis: iAM Login Service - Mozilla Firefox

File Edit View History Bookmarks Tools

G'CAW e h

(8] Most visited . Getting Started 3\ Latest Head|

|| The University of Memphis: iAM Logi... |

THE UNIVERSITY OF
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1AM
IDENTITY MANAQEM ENT

iAM Login Service

Initialize Your Account

Login Required
Forgot Your Password?
- UUID Forgot Your UUID?
Password Help

Please enter your UUID and password in order to access the web
resource that you have requested.

For security reasons, you must logout or close your browser window
when you are finished accessing the iAM service.

Need Additional Help? Contact the [TD Helpdesk at (901) 678-8888.
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Email

Keep your email program up-to-date.

Most email programs do not encrypt your messages,
subjecting them to possibleinterception by others.

Email Messages can contain a virus or other malicious
software that could infect your computer or device

Never click on a link sent to you in an email unless you
are absolutelysureit is safe.

Never click on or download an attachmentfrom an
email unlessyou are absolutely sureit is safe.

Be wary of email from an unknown sender.

Use the “Report Junk” option to mark spam.
Review/Empty your “Junk E-Mail” folder periodically.

The University of Memphis email service (UMMail)
includes special server tools to help recognize and
guarantine suspicious email.
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Email

Be wary of SPAM email. Here is an example of SPAM:

L search Mail and People

JUNK E-MAIL ITEMS BY DATE ~

all unread tome flagged

W Smith U
[SPAM:###68] $2500 Cash Scholarship Renewed. 1st Dead 10:12a
$2500 Cash Scholarship Renewed. This is the opportunity for An...

YESTERDAY

Mr. Algoth Cyprian
[SPAM:###68] | am Mr. Algoth Cyprian, Tue 10:45p
I am Mr. Algoth Cyprian, an Accountant with Bank, | am the per...

Michelle Jerome
[SPAM:###68] DFT Dance Classes start Tomorrow! Tue 2:08p
DFT Dance for Theatre Classes start TOMORROW! Call now to le...

Game Changing IT Best Practices
[SPAM:###68] Flash-Opti d Data Progressi Tue 12:21p
View Online Flash-optimized Data Progression Download R...

LAST WEEK

Quantum Corporation
[SPAM:###68] Quantum Acquires Symform’s Cloud Servi Thu 8/7
Quantum today announced that it has acquired Symform's clou...

W. Smith ]
[SPAM:###68] August 2014 Cash Scholarships Available Wed 8/6
August 2014 Cash Scholarships Available. Any Graduate or Und...

Jessica Sprinkel
[SPAM:###68) Market Drivers as Part of Your Bl Strategy Tue 8/5
Patrick, | wanted to follow up on my previous email to see if yo...

The Excel Training Workshop
[SPAM:###68) Microsoft Excel Basics and Beyond! Mon 8/4
FRED PRYOR SEMINARS & CAREERTRACK divisions of PARK Uni...

TWO WEEKS AGO

[SPAM:###68] Re: COMPLY WITH MR. DAVID

€= REPLY € R

MR. DAVIS <mmurk@exchangenet.net>
Wed 8/13/2014 8:42 AM

Junk E-mail

UNITED BANK FOR AFRICA NIGERIA

HEAD OFFICE ADDRESS UBA HOUSE

57 MARINA PO. BOX 2406 LAGOS NIGERIA
PHONE: +234 9034075271

WEBSITE: WWW.UBAGROUP.COM

EMAIL: david.mooreu@gmail.com

Hello,

Am David Moore, director cash processing unit, united bank for Africa [UBA the only bank appointed by the A.U. Members le:
Abdel Aziz.Because of the frauds going on in West Africa countries where some innocent beneficiaries were asked to pay in ac
money owed to them. The above Africa union held meeting in Nigeria and resolve to pay all beneficiaries in cash through mei
service. We receive your files from international monetary fund (1.M.F) as one of the beneficiaries.

Take note; three thousand united state dollars (usd$3,000) have been mapped out for all expenses in taxes and other doccum
want you to bear it in mind that your total fund will be no more one million five hundred thousand united state dollars ($1,50
hundred and ninety seven thousand united state dollars ($1.497,000.00).

If anybody tells you that he is paying you in bank draft or telegraphic money transfer both western union and money gram, d
because due to this frauds no international bank honors our remittance instruction any more that is why we settled to pay in«

We also received a security report that you paid the fraudsters who have been deceiving you, telling you that they are going t
as a senior banker, controlling this cash payment now, | advise you not to waste your money by paying any body in advance a
instruction, you will receive your money in three days time.

Your fund will now be packaged in box and take to the diplomatic courier service for immediate shipment, | will also send the
attachment to you to see how the money is packed, and | will send you more mails to give you more information for you to ki
transaction.

Therefore, do forward your home address and direct phone number to me for quick delivery because time is not in our side.
All the documents will be sent to you if | am assured that you have stopped sending money to those fraudsters.

Am waiting to hear from you with the required information of yours.
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Email
* Phishing

* A phishing email attemptsto fool a user into
thinking it originated from a trusted person or
business. These often contain web links or
attachments asking for personal information or

leading to a questionable web site that attempts
to collect sensitive information.

* Typically, phishing emails appear to come from:
* A trustedsource, such as the University of Memphis
* Co-workers, friends, or family

A “help desk” or “service desk”

Financialinstitutions

Social mediasites
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Email

Examples of phishing emails:

1.This email addressis not related
towebmail. Always check the from
address of your messages!

2.Thisis the wrong quota.
/ Phishing messages often have

incorrectinformation.

From: HELP DESK [help.deskadminupgrade@tmail.tv]
Subject: webmail Quota Has Exceeded The Set Quota/Limit /

Your webmail Quota Has Exceeded The Set Quota/Limit which Is 20GB.You Are Currently
Running on 19.8GB due to hidden files and folder on your Mailbox.Please you are to
follow the Below information to validate Your Mailbox And Increase Your Quota.

First Name: - -
username/ID: 3. We will never ask for any of this
Password: information by email or any reason!
confirm Password:

Failure to follow this'[.lwrocess to validate Your Quota may result in loss of important
information in your Mailbox/or Cause Limited Access To It.

warn'ing!!! Account owners that refuses to update his or her account within stipulated
time of receiving this warning will lose his or her account permanently.
warning Code:VX2G99AAJ

Thanks, s
webmail Administrator

Hello!
As part of our security measures, we regularly screen activity in the Facebook system. We recently

contacted you after noticing an issue on your account.

bellow to fill the Copyright Law form:

( Sp ellin g Our system detected unusual Copyrights activity linked to your Facebook account, please follow the link

http://www.facebook.com/application_form Links in email

Note: If you dont fill the application your account will be permanently blocked. ( Threats
N ——

Regards,

Facebook Copyrights Department. § POpular company
S — v'
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Desktop and Mobile Device Security

* Never leave your laptop or device unattended. Thefts do happen.
* Your PC/device should be set to automatically install security updates.
* Have anti-virus and anti-spyware software installed and enabled.

* Ensure your firewall is turned on and set to block all incoming traffic,
allowing only the specific services you need.

* The SafeConnect NAC (Network Access Control) requires users to login
before accessing the campus network, and also ensures your PC has the
latest security updates and anti-virus protection.

* Ensure access to your mobile device is protected with a passcode.

» Consider using a remote tracking/wipe function if supported. For iOS
devices, iCloud provides the “Find my iPhone” service for free. Android and
other mobile operating systems also have similar functionality.

| MEMPHIS.




B
Data Security and Encryption

e Sensitive data should be encrypted whenever possible.
Here are some examples:

* Research data

e Studentdata (FERPA)

* Personallyldentifiable Information
* Financial Information

* Therearea variety of disk encryption methods available:

* Microsoft Bitlocker (Windows)
* AppleFileVault (Mac OSX)

 Keepingsensitive data on campus servers alleviates the risk
of a stolen mobile device or compromised home computer.

 When disposingof old devices (desktops, laptops, flash
drives, phones), ensure all sensitive data has been securely
deleted.
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Remote Access / VPN

VPNs provide secure, encrypted
communication between off-campus devices
and on-campus resources.

The VPN application is freely available and fully
supported on Windows, Mac OSX, and iOS
(iPhone, iPad) devices.

Some of the typical campus resources accessed
via the VPN are Remote Desktop, Banner INB
and departmental file shares.

Remote Desktop applications allow you to
control your desktop PC from off-campus. This
allows sensitive data to remain on campus.
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Remote Access / VPN

The following diagram illustrates how the VPN encrypts your network
traffic. Note that only specific connections to on-campus resources are
protected by the VPN tunnel.

-y

Wireless External
Remote Router/Modem Web Resource
Computer
o, |
. — Encrypted
VPN Tunnel
Cleartext : .
= Universit . .
. Transmission VPr\Ileerlvir University

Web Resource

MEMPHIS.




_\
SANS Securing The Human

* New training in Summer 2015 is mandatory
for all Banner Finance / Banner HR users.

* Training must be taken once a year and

consists of a group of short videos followed
by short quizzes.

* Certificate of completion can be printed at
end of assessments.

 http://www.memphis.edu/its/security/secu
rity-awareness.php
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Reporting Incidents

* Phishing / Spam email messages can be
reported to abuse@memphis.edu.

* Real security incidents, such as
compromised credentials, compromised
system or evidence of data
exposure/release, can be reported using an
online form at
https://www.memphis.edu/its/security/inci

dent-report.php.




Reminders...

e |ITS will never ask...

e ... for your password via email or over the
phone.

e ...for you to “confirm” your account via email.

e ...for you to follow a link to clean a virus from
your email mailbox.

 ...for you to update or increase your email
guota.

* When in doubt, forward suspicious emails
to abuse@memphis.edu.
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Other Resources

* |TS Security website
— http://www.memphis.edu/its/security

* CIO blog
— http://blogs.memphis.edu/cio

e Stay Safe Online — National Cyber Security
Alliance

— https://www.staysafeonline.org

 SANS Cyber Security Awareness
— http://cyberaware.securingthehuman.org
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Open Discussion
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THANK YOU!

ITS Security
http://www.memphis.edu/its/security/
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