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Purpose

This training material highlights how to utilize ClearPass OnGuard, a solution allowing
students and faculty to safely use the ethernet ports around campus rather than
wireless networks.

Audience

University of Memphis faculty, staff, or students who wish to utilize ethernet
connections rather than wireless networks.

umTech | Page 2



MEMPHIS.

Installation

1. Please note that OnGuard is only necessary for those wishing to use Ethernet/LAN
connections. Wireless Network access does not require the use of these solutions.

2. The first time that you plug a device into a University LAN or Ethernet Port, if
OnGuard is not already installed on your device, it will automatically redirect to a
captive portal for the installation of OnGuard. From this portal, select the
appropriate operating system for your device.

MEMPHIS Driven by doing.

OnGuard
Client
Required

To determine if your client meets the

minimum security requirements of the
University, you are required to run a posture
check on your device. Please select a client
below for downloading.

3. OnGuard captive portal. Select the device operating system from this point.
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Windows Installation

1. Select Windows from the automatic captive portal, then download and run the
OnGuard client.

2. On a Windows device, a SmartScreen option may appear. Click on Run. If there are
any issues, right-click the file and select Unblock or Run Anyway.

>SmartScreen can't be reached right

3. Follow the prompts to install and run ClearPass OnGuard. Once finished, a popup
will appear, showing that the device is healthy. Once this appears, the device has
full access to the internet. Select a language from the drop-down menu, then click
OK.

Installer Language x

0 Flease select a language.

Englsh -

[ o ]| [ conce
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4. Click Install.

O ClearPass OnGuard 6.9.8.132684 Setup - X

Welcome to the ClearPass OnGuard
6.9.8.132694 Setup

Setup wil guide you Bwough the installation of CearPass
OnGuard 6.9.8. 132694,

It s recommended that you dose all other appications
before starting Setup, This will make it possibie to update
redevant system fles without having o reboot your
computer,

Chck Instal to start the nstalaton.

5. Click Finish.

O UearPass OnGuard 5.9.8.152054 Setup -

Compleling the ClearPass OnGuard
6.9.8.132694 Setup

CearPass OnGuard 6.9.8, 132654 has been nstalled on your
computer.

Ok Firesh to dose Setup.

B Run CearPass OnGuard 6.9.8. 132604

==

6. Popup showing that the device is healthy.

ClearPass OnGuard

ClearPass OnGuard
Your Device is Healthy
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MacQOS

1. Plug the device into a wired connection via LAN/Ethernet to a switch/wall port.

2. Open any browser, and it will redirect you to a page where you can download,
install, and run the ClearPass OnGuard client.

3. Click on the Mac OnGuard Agent link to download the installer if prompted:

OnGuard Agent Download

Clearpass OnGuard Reglstration

© 4

4, Launch the downloaded package, click continue through the agreements, and
install after deciding which drive to install ClearPass OnGuard onto. You will want
to download and install the .pkg file.
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5. Click Continue.

nn

w inazall Avuba ClearPass OnCoard 6.3.4.64524 )

&l This package will run a program te 124 instalier

determine If the software can be instalied.
“ troducty z TH P yOur COMPOtar MO, you WNOuAd oy nus

O 8™ & =W sttt from & buated sowrce ¥
YT POE e ABORT TN SIS WrCE, CRCK o
Cantel 10 309 the program and the imitalanon

Carcel

6. Click Continue.

o Introdection

o Ucense

Welcome 1o the Aruba ClearPass OnGuard 6.3.4.64924 Installer

You will be guided theough the steps necessary to
install this software

7. Click Continue to Save/Print the License Agreement if desired.

anon

w Install Aruba ClearPass OnGuard 6.3.4.64924

© Introduction

@ License

Software License Agreement
English :
ClearPass OnGuard Application License Agreement

This legal document is an agreement  ("Agreement’) between you, the
end user, and Aruba Networks, Inc. ("Aruda Networks”). Please read it
carefully before instaling the Software descrided below. By indicating
your acceptance of the Agreement, which you will be asked 1o do as parnt
of the install process, you agree 10 the terms set forth below and in
electronic form. If these terms are not acceptable, cease program
operation and immediately retum the Software 10 the place of purchase.

UICENSE:

Aruba Networks, InC. grants 10 you, and you accept, a non-exclusive
Icense 1 use the ClearPass OnGuard Appiication ("Software”) based on
the foliowing terms and condtions. You have the right 10 use the software
for the kcensed number of users. In the event you wish 1o use the
software for acditonal Users, you must purchase the appropriate
acdmonal icenses.

You are leasing,
renting, loaning, mumnmumb

Print.. Save.. Go Back “ Continue ,
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8. Click A) Agree, then B) Continue. You can also view the License File.

0.0 w0 instali Aruba ClearPass OnCuard 6.3.4.64924 "

To continue installing the software you must agree 1o the terms
of the software license agreament.

Click Agree to contimes or chick Disagree to cancel the instalistion

» Uce and quit the lastalier
® Dest
°
i o
X n
® T werronc frm ¥ Twde 1Ta e AL BCCOCIbM CRide (g

COBRION BT IMMedately fedurm e SORwEM 10 e Dace of purchane

UCENSE

AN Netwons, Inc. grants 10 you, 0 yOu S0060L 3 S0N-GRCuSYe

icarae 10 use Tw CloarPass OnGuart ASpicaton ("Software”) based o0

e Ifowing 16Mms 8ne CONDBON. You Nave e gt 1D use P sotware

10¢ P Boeraad uDer of users. I Ihe event you wah 10 Ue Te
Boire 1o BOSHONS LR0n, yOu MUSt DUrchase 16 IOCIOprase

9. Go through the Install process, pick your install location, and choose Install.

nnn o Imtall Aruba OvacPass OoGuard 60464924 “

Standard tnstall on "Macintosh HD™

© Mmtroduction
© License This will take 34 MB of space on your computer
© Destimation Select Olick Ingall to perform & standasd imraliazion of this

© Installation Type software on the dak "Macintosh HD'
°

Change inntall Location
G Cotece | [imtas ]
—

10. If successful, click close. If you have error messages, close, and retry installing
the .pkg file.

11.  ClearPass OnGuard will quickly determine whether the machine is healthy.
Remember if not healthy, you can still use our Wireless Network, but you will
need to make sure firewall/antivirus programs/macOS is updated to latest
patch, to be healthy.

e 0 ClearPass OnGuard
OnGuard
u System is healthy Logout Retry -
_Remediation Messages JUTIURT (I
7/30/14 09:05:59 Authentication succeeded
Send Logs
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Special Considerations

1. Have the latest version of Windows 10 or 11, or Mac OS installed on the device.

2. Always have a firewall turned on and active.

3. An antivirus program is required to always run.
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Locating Help Resources

umTech offers support to faculty, staff, and students, provides additional assistance,
and resources. Such help can be located as follows:

Submitting a Service Request

Login URL: Click here for our service desk ticketing system. After logging in, choose
the appropriate form request for services.

Contact the ITS Service Desk — 901.678.8888 any day of
the week! (Excluding Some Holidays)

ITS Service Desk Hours

Contact the Service Desk for assistance with technical login problems or issues.
Voicemail services will handle ALL incoming calls after hours. If you require
assistance after 8:00 pm, please leave a message or submit a service request.

Voice messages will be checked regularly and receive priority response the
following business day. You may also email umTech at umtech@memphis.edu.
(Using this email will automatically generate a service request).

Important Links
Explore the umTech Website
Search the Solutions Page
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